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BRYAN DICKENS: What are the positions open and increasingly popular in 
cyber security? In your opinion, are there any trends that can be identified?

BD: What traits and skills stand out in the perfect cybersecurity
candidate? 
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CHUCK BROOKS: Cybersecurity is often thought of it as IT, but it’s so much 
more than IT. The whole rom of different kinds of positions expand into a lot of 
different disciplines. For example, if you look at job boards – the first position 
that would probably come up would be sales positions. People think that you 
have to have a technical background and know everything about coding, but, 
for most of the jobs that are advertised in Cybersecurity they’re looking for 
people to sell products and services. You have to know the products and 
services and you have to communicate them. Then there’s more emerging 
areas where I think people are looking now which is Threat Hunters, Threat 
Intelligence Officers, Breach Analysts, Incident Responder Experts, and 
Compliance Specialists. Legal and regulatory are big areas right now. To 
summarize, Cybersecurity has a wide variety of opportunity - not all technical. 

What’s trending? Well, due to COVID, there is a need for Risk and Fraud 
Analysts because these incidents and attacks are happening every day. 
Training has also grown in popularity in cybersecurity in the last few months. 

CB: I’ve had to hire people throughout my career in both the private sector and 
in government, and the first thing you want to look for is the passion people 
have. Do they really like the work? Do they want to progress in it? So I think 
the first quality I look for in people is passion or expertise. Secondary, a contin-
uous learner and/or a well-rounded skillset. Cybersecurity is an area that has 
so many dimensions, this is not just stopping a hacker, it’s understanding how a 
hacker thinks. That’s why I think that people with gaming skills, who are prob-
lem solvers, make really good cybersecurity professionals. I think that you need 
to be able to work well under pressure. There are people that really sort of fit 
this bill, and I have to say that the military veterans coming out are trained and 
disciplined to follow the basic technology activities. So I think military veterans 
make really great candidates for the cybersecurity skillsets.
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BD: What are some of the most the common mistakes made by companies 
when hiring for cybersecurity positions? 

BD: How has COVID changed the job market in cybersecurity? Do you foresee 
permanent changes?

BD: Being that Cybersecurity is everchanging, what is your advice on how to 
keep up with all the relevant points regularly? 

CB: I think its changed the roles not necessarily the positions. What’s 
happened is, a lot of businesses in the public and private sector were forced, 
on short notice, to change the whole way they do business and operate. Con-
sequently, a lot of people moved to remote work at home. You see a lot of 
activities now, where this goes back to training again, where people are now 
more responsible for protecting their own PC’s and devices so they have to 
have the basic cybersecurity hygiene understanding and the basic knowledge. 

What it’s going to do in the long run is, COVID is going to encourage more 
people to understand the importance of cybersecurity and look at it in the 
professional role. The changes we’re going to have to incorporate is more 
remote work cybersecurity which is a different technology, different processes, 
and a more corporate understanding of what needs to be done.

CB: It’s difficult, there are a lot of ways to do that and I’d start with the basic 
ways - read a lot and understand what’s happening. Thankfully, with social 
media, the flow of information available is enormous and accessible. You can 
really get very timely information - you learn, you look, you share and you work 
with professionals. I think cybersecurity is such an evolving area that you’re 
going to have to have a great understanding of the complexities and the global 
issues involved, it goes back to that one skillset I mentioned - you’re going to 
have to have the passion and the willingness to learn.

CB: I think companies themselves do not realize what their gaps are, partic-
ularly small business, and they basically go out and they look for people or 
technology that is not what they need or is a proper fit. It all goes back to the 
qualities - what is this persons passion for the mission? Are they looking to 
progress? Are they collaborative? All of these things are really important. 
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BD: How important is training vs. experience? What about skills vs. theoretical 
knowledge?

BD: Do you find that, being that those are some of the common mistakes, one 
of the things you mentioned at the beginning was that companies don’t know 
who they’re looking for, is there a way to educate them? 

BD: What tips can you give candidates looking to land a cybersecurity position 
now?

CB: One of the trends is the managed cybersecurity service role of a lot of 
companies, which is basically looking to the outside for advice. This goes back 
to strategy, and sometimes companies are so convoluted, particularly in the 
bigger companies, that they don’t understand where the workflow will go and 
how it interacts with everyone else in the company. Looking into the bigger 
picture and getting outside advice is usually the way to go, rather than try to 
do these things yourself. 

CB: I’m a strong believer in if you have an interest and if you have the basics 
then you have room to grow. They’re all equally important. I think training is 
a starting point before you get the experience you really need to be success-
ful. I’d rank training as a first priority, then theoretical knowledge and skills go 
hand in hand. It’s good to have a balance. To sum it up, training and experience 
are invaluable.

CB: You don’t necessarily need to be a cybersecurity expert to get your first 
job, particularly entry level. You can be a Fine Arts Major and have these skills 
to be able to understand and organize and learn. I would say candidates 
should have an open mind. The first way I landed a position was an internship. 
If you can get an internship with a company or an organization that’s always a 
good thing. Another way is to volunteer, particularly now in the environment 
where there’s usually a lack of people. You’ll learn from volunteering. If you’re 
really serious, you can do certification courses online and you can learn on 
your own remotely. If you’re going to look at the tactical aspects of finding a 
job, don’t neglect social media and don’t neglect LinkedIn. There’s a lot now 
that’s advertised every day on those sites. Keep a strong profile, show your 
interests, show what you’re willing to do and what you want to do in cyberse-
curity, and then network. Network with people like me, with everyone else, like 
you, find out where people may know of openings. It’s sort of a comprehensive 
approach, this is the one area that’s going to continue to grow.
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BD: What’s your favorite question to ask in an entry level cyber position 
interview?

BD: There are a few questions coming in surrounding Associates Degrees, 
certifications only, and what are some of the entry level positions that might be 
out there that these people can apply to or search for? 

BD: Last question, regarding recruiting cybersecurity staff, how do you 
connect with HR correctly or network?

CB: My favorite question is “why do you want to go into cybersecurity” and 
that’s where it opens it up to what they’re looking for in a career, what their 
passion for the issues are that they understand, where do they see themselves 
going. I think that’s a good opening one, sort of a “tell me about yourself”  
general question, if you’re looking for a career in cybersecurity you have a lot 
to say and a lot to know, and you could really gain a general knowledge of 
what’s happening out there just by reading a lot.

CB: There is a lot of different types of certifications for cybersecurity. You’ll 
need different types of risk certifications and understandings of how the pro-
cesses are done. But cybersecurity is a new field, there were no cybersecurity 
degrees or certificates online. This all happened recently. So I think employers 
are looking at what they want, I think if you’re going to be going into a role 
they will often pay for you to get the certification that they see most viable for 
their industry or vertical, whether its dealing with financial or health. I think you 
have to look at these certifications as just learning, whether its going to college 
or whether its taking a course, and then the employer will evaluate whether it 
fits in with what you’re trying to do. But all of them are good.

CB: There are several groups, particularly if you’re interested in working for 
government or industries supporting government, like Tech Expo that does 
conferences and recruiting events all the time. You can also do an HR search 
on LinkedIn and you can find basically all of the right people at the company 
to find out what roles they have and view postings. I am definitely a big fan 
of events like this one, of course we can only do webinars at the moment, but 
they’re a great opportunity for people to go to these events, that are usually 
held at a hotel and have large corporations there and they run through your 
resume and you do quick interviews.
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