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The global economic cost of cybercrime is expected to reach $6 trillion by 2021, 
with 95% of breaches attributed to human error. Organizations are struggling to 
keep up with cybercriminals’ continually evolving tactics. There are many factors 
contributing to the global state of cybersecurity, but perhaps the biggest is the 
cyber skills gap. 

By 2021, unfilled cybersecurity worldwide jobs will reach 3.2 million, and job post-
ings in the US are up 75% in the past 5 years. While the university and certification 
programs offered have appropriately grown in response, greater hands-on train-
ing is needed to truly bridge the skills gap and adequately prepare the workforce 
for real-world cyber treats.

In light of the growing cyber threats posed to critical infrastructure and other 
areas of national security, collaboration in cybersecurity is expanding between the 
public and private sectors. Businesses and governments have recognized the need 
to establish mutually advantageous alliances to protect data and operating sys-
tems due to cybercriminals operating across national boundaries and because the 
private sector controls much of the critical infrastructure and financial institutions 

cyber-attacks target. The partnership between the public and private 
sectors is vital to protect consumers, businesses, and government.

Strength in Numbers 

https://www.cybintsolutions.com/whitepaper-navigating-cybersecurity-compliance-amid-complex-global-regulations/
https://www.cybintsolutions.com/16-cyber-security-terms-that-you-should-know/
https://www.cybintsolutions.com/cyber-security-facts-stats/
https://www.cybintsolutions.com/whitepaper-cyber-certifications-vs-cyber-skills/
https://www.cybintsolutions.com/whitepaper-cyber-certifications-vs-cyber-skills/


Urgency to Secure

The Role of Higher Education

For example, in 2012 when major U.S. banks were victim to wide-spread DDoS 
attacks, the U.S. government appealed to over 120 countries diplomatically and 
technologically to cut off computer traffic around the world – effectively prevent-
ing the crippling of the U.S. financial sector. The private industry was essential to 
this process with the sharing of information facilitated through the Financial Ser-
vices Information Sharing and Analysis Center. Together, the public and private 
center mitigated the threat.
training and resources. 

Following wide-spread attacks like these, pressure for regulation has increased. 
Recently, we’ve seen several data and privacy regulations placed into effect across 
the globe, but particularly in the United States, which has an aggressive approach 
to cybersecurity. Many of these laws and regulations set out to protect consumer 
interests from negligence, critical infrastructure systems from external threats, and 
organizations from criminal demands. Compliance, in many of these regulations, 
includes hiring a designated security team. For example:

The EU General Data Protection Regulation (GDPR), which went into effect in 
2018, applies to any business that handles the data of an EU citizen (whether the 
business is based in the EU or not). GDPR mandates that the organization appoint 
a data protection officer. Following GDPR, a number of regulations have come into 
effect to mirror these regulations in other states and territories, most notably the 
California Consumer Privacy Act of 2018 (CCPA) and the NAIC Insurance Data 
Security Model Law, adopted by a number of states. 

Additionally, the New York State Department of Financial Services (DFS) 
announced a set of regulations in 2017, 23 NYCRR 500, for the financial industry 
that set rules for data protection. The NYDFS requires that all applicable compa-
nies designate a chief information security officer (CISO). These regulations apply 
to more than just commercial banks and investment companies, but also credit 
unions, heath insurers, licensed lenders, life insurance companies, mortgage bro-
kers, and a number of other associations and brokers

As more businesses recognize the pressing need to hire a dedicated security team 

and designate a CISO, the skills shortage grows. Cybersecurity skills educa-
tion must be met with the same urgency in which it is met with in the 
industry and in government organizations.

Institutions of higher education are perfectly positioned to accelerate cyber learn-
ing for the future and current workforce. In this critical time when training and 
upskilling are needed more than ever, institutes have a responsibility to prepare 
cyber learners for impending threats.
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https://www.lawandsecurity.org/wp-content/uploads/2016/08/Cybersecurity.Partnerships-1.pdf
https://www.lawandsecurity.org/wp-content/uploads/2016/08/Cybersecurity.Partnerships-1.pdf
https://ec.europa.eu/info/law/law-topic/data-protection/data-protection-eu_en
https://oag.ca.gov/privacy/ccpa
https://www.naic.org/store/free/MDL-668.pdf
https://www.naic.org/store/free/MDL-668.pdf
https://www.dfs.ny.gov/docs/legal/regulations/adoptions/dfsrf500txt.pdf
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Schools face a huge challenge, however. The shortage of skilled workers also 
applies to the availability of skilled cybersecurity educators. In fact, many qualified 
and skilled in cybersecurity choose jobs in the private sector, where salaries are 
typically higher than those in education. 

Additionally, conventional methods of learning can’t keep pace, leaving cyberse-
curity programs struggling to keep up with the rapidly changing cyber world. 
Many universities and colleges struggle to offer interactive, hands-on cybersecuri-
ty education. Effective cybersecurity training includes more than just theory and 
quizzes. Real-life scenarios, virtual simulations, and other interactive tools 
deliver on-the-job readiness.

Through collaboration, institutions can create a pipeline for future success. The 
“Triple Helix” model developed by Etzkowitz and Leydesdorff outlines a tried and 
true innovation system: collaboration between industry, university, and govern-
ment. The strength in relationship between these three units has the capability to 
drive economic growth, innovation, and entrepreneurship.
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https://www.sciencedirect.com/science/article/pii/S1877042815058814


Collaboration Through Cyber Centers

The Results

In 2018 Cybint launched its Cyber Center Global Network to connect higher-edu-
cation institutions, industry, and government in a collaborative effort to enhance 
cybersecurity learning and offer advanced cyber education solutions to the com-
munity. Cyber Centers are a regional hub for learning, training and simulation, 
which re-skill and up-skill students, professionals and corporations in 
cybersecurity.

With the right tools to train in cybersecurity, institutions of higher education 
become a powerhouse for learning as Cyber Centers. Growing a secure, intelligent, 
proficient community, workforce, and talent structure begins with a community 
hub for learning. These centers create an ecosystem for top-tier cyber training, 
resources and thought leadership to meet the needs of learners at all levels. Within 
all centers and institutes, Cybint delivers its comprehensive suite of role-based 

cyber education paths, professional training and resources. Cybint’s centers 
around the world have far-reaching impact that benefits students, 
industry partners, and educational institutions while encouraging innova-
tion and entrepreneurship.

Most recently, Cybint has partnered with the Institute of Advanced Cyber Defense 
(IACD) in South Africa. With Cybint’s accelerated learning platform, the institute 
delivers practical training and prepares graduates for employability and job-readi-
ness. The IACD is working to the solve the cyber skills gap by actively recruiting, 
upskilling, and connecting candidates with employers, as well as offering career 
counselling and student loans to individuals alongside training. Additionally, the 
IACD invests in research, development, and community engagement to advocate 
and raise awareness relating to the Cyber Defense Workforce.
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https://www.iacd.io/
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On the need for collaboration, IACD’s Business Development Executive Brett 

Kilpatrick said: "The link between the Institute and industry is critical. The fourth 
industrial revolution is changing the way we live and work, fueled by 
technological advancements like artificial intelligence, machine learn-
ing, big data, and IoT.  We want to focus on the related opportunities for career 
shifts into related fields and we actively recruit suitable candidates for our various 
programs with the aim of placing them with employers." 

In 2018, Cybint partnered with Estrella Mountain Community College (EMCC) to 
offer Cybint advanced practical training and virtual labs. The results: EMCC has 
since been designated as a National Center of Academic Excellence (CAE) in 
Cyber Defense Two-Year Education by the National Security Agency and the 
Department of Homeland Security.

EMCC’s occupational program director for computer information systems pro-
grams, Tom Polliard, with over 25 years of teaching experience, says it’s about 
teaching students to problem solve. “Cybint has a good structure and methodolo-
gy for helping both technical and non-technical students gain a solid understand-
ing of fundamental cyber intelligence and discovery concepts,” states Polliard. 
“But they also have a very thorough program for students who want to pursue a 
cybersecurity career. It’s been a good balance between the two, and a good fit for 
our CIS program and students.”

According to Polliard, “Cybint brings a timely and valuable real-world perspective 
on cybersecurity that gives our students a better learning experience and makes 

them more valuable to employers. Our students win, employers win, and 
we win.”

The results speak for themselves. In France, Cybint also worked in cooperation 
with the French government’s workforce program, in which the initiative focused 
on retraining and upskilling learners with hands-on training and encouraging tech-
nological advancement to strengthen the workforce. Cybint’s Bootcamp Program 
saw major success, ultimately ending with a 97% job placement rate.

Believing that a collaboration across industries and nations is the answer to effec-
tively fighting cybercrime, Cybint has partnered with CyberGym in its Cyber 
Center Network to open the Cyber Centers of Excellence (CCE) Grant Program. 
The CCE Grant Program will award universities and colleges access to their Cyber 
Center Package providing the tools to become a world-class Cyber Center of 
Excellence.
 

Cyber Centers of Excellence

https://www.estrellamountain.edu/divisions/instructional-computing/cybersecurity-center
https://www.cybintsolutions.com/cybint-cybergym-grant/


Understanding that colleges and universities face a number of challenges in jump-
starting their cybersecurity education programs, Cybint and CyberGym are 
addressing these barriers through the CCE Grant Program, offering cutting edge 
software and training equipment, admin and staff training workshops, and mili-
tary-grade cyber bootcamps.The program will award Universities and Colleges 
with the tools and programs to become a leading cyber education center at the 
national level for their community and local industry, and includes a partnership 
with two of the industry’s leading cyber training and education providers to open 
a physical center in your community.

For more information on how to turn your institution into one of the leading cyber 
education centers in the nation, visit: https://www.cybintsolutions.com/cybint-cy-
bergym-grant/ 
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The Makings of a Cyber Center Partnership

The Most Advanced 
Cybersecurity Skills 
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State-of-the-Art 
Cyber Training and 
Technologies Arena
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and Cutting-Edge 

Cyber Center

A SAFER DIGITAL WORLD STARTS HERE
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https://www.cybintsolutions.com/cybint-cybergym-grant/



